A new optical steganography scheme is proposed that transmits a stealth optical code-14 division multiple-access (OCDMA) signal through a public binary phase-shift keying (BPSK) 15 channel. Polarization beam splitters and arrayed waveguide gratings are used to implement a 16 spectral-polarization coding (SPC) system with an incoherent optical source. We employ a Walsh-
where  is the propagation constant. The range of pulse broadening for a fiber of length L can be 86 expressed as [16] 87
where  is the spectral width of the pulse. is usually replaced by the range of wavelengths 
88
emitted by the optical source. Then, Eq. (2) can be written as
by using the relations ω = 2π c/λ and Δω = (−2πc/λ 2 )Δλ., where " is the second derivative with respect
90
to λ and D is the dispersion parameter with units ps/(nm.km). A negative dispersion parameter
91
indicates that light with a longer wavelength travels faster than that with a shorter wavelength. 
99
can be generated using the recurrence relation, which is given by
It is clear that the autocorrelation value is N/2 and the cross-correlation value between different 
where Ck is the code sequence in the kth row of the Walsh-Hadamard matrix. According to the 
This equation shows that the influence from other users will be rejected.
107
In the SPC scheme, the source spectrum is encoded by orthogonal polarizations according to the 108 specific signature address code. We employed a Walsh-Hadamard code to allocate a vertically or
109
horizontally linear state of polarization (SOP) to each specified wavelength. The specific code
110
sequence for the SPC-OCDMA system comprises Ck(H) and C k (V), where H and V denote the 111 vertical and horizontal polarization, respectively. 
119
(#input port + #output port − 1) mod N = #wavelength,
Chirped fiber Bragg gratings

120
As described in Section II-A, dispersion leads to the pulse broadening of optical pulses
121
propagating along a fiber and becomes a limiting factor for optical communication systems operating 122 at high bit rates. Herein, we use the characteristics of dispersion to stretch the pulse; this transforms 123 the stealth signal into a noise-like signal so that it can be buried in a public channel. 
129
B, which is given by
where neff is the effective refractive index of the core and  is the grating period. The chirping of a
131
fiber Bragg grating indicates changes in the period of the grating with distance.
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As depicted in Figure 3 (a), the grating period increases along the fiber's length so that shorter 
Experiment Setup and Results
153
The SPC-OCDMA system was simulated using Opti-System software (v 7.0). Opti-System is a 154 software simulation kit from Optiwave™ that analyzes the performance of optical systems and 155 networks. A schematic of the experimental setup is presented in Figure 5 . The stealth signal is first
156
encoded and then transmitted into the public channel. To simulate the system noise in a real optical 157 network, a noise source is introduced to generate noise and couple it to the public and stealth signals.
158
This enables convenient investigation of the impact of system noise on the stealth signal. 
168
In this structure, NRZ pulses are multiplied by a sinusoidal wave and the BPSK signal is 169 generated. The following equation shows the general form of the BPSK signal:
From the general form, we can conclude that binary data is conveyed using the following signals:
where Eb is the energy per bit, Tb is the 1-bit duration, fc is the frequency of the carrier wave, and b is 172 the data bit. Then, the BPSK signal drives a Mach-Zehnder modulator (MZM) to modulate a 173 continuous-wave (CW) laser. To demodulate the public BPSK signal, the optical signal is first transformed into an electrical signal by the photodiode, following which the photocurrent is 175 multiplied by cos(2fct):
The term cos(4fct) is filtered using a low-pass filter. The data bit is recovered by an appropriate 177 thresholder. The transmitter in the stealth channel is illustrated in Figure 7 . On-off keying (OOK)
178
data is generated using a white light source, and the MZM is driven by a pseudorandom binary 
197
Finally, the stealth signal is obtained using the decoding mechanism. 
199
The following equations detail the math analyses of the SPC decoding process. When
200
transmitting data bit 1, the received signal is given by
The spectrum from the upper and lower couplers can be expressed as in Eqs. (16) 
According to the proposed structure, the spectra of Ck(H) and C k (V) are sent to the topmost and 204 lowest photodiode, respectively. Consequently, the final photocurrent received is described by where N denotes the length of the codeword; here, we assume that each chip of the spectrum 206 produces one unit current.
207
If another user transmits a signal with Walsh-Hadamard code Cl, the received signal is given by
Then, the spectrum from the upper and lower couplers can be expressed as
On the basis of the decoder structure, the spectra of (H) 
From the calculations, we observe that the photocurrent is zero at the first balance detection.
213
Thus, only the user with the corresponding code can transmit the signal, with multiuser access
214
interference from other users rejected.
215
The parameters of the simulation are as follows. To generate the public BPSK signal, an MZM is 216 used to modulate a CW laser at 3 Gbps with a 2 7 −1 PRBS. The center wavelength of the CW laser is 217 1549.2 nm. In the stealth channel, 1-Gbps OOK data is generated using a white light source followed
218
by an MZM driven by a 2 7 -1 PRBS. The modulated signal is encoded using an AWG according to a 
222
As discussed in the Introduction, most previous studies on optical steganography have
223
described stealth signals encoded by spread-spectrum OCDMA or phase-encoded OCDMA
224
techniques and transmitted on existing public networks. Therefore, to help fill a gap in knowledge,
225
we investigate the probability of applying other types of OCDMA techniques. The SAC is a promising
226
OCDMA technique that provides high transmission rates with low system complexity and using a 227 low-cost optical source. We compare the proposed SPC with SAC and demonstrate that the proposed 228 SPC-OCDMA system can enhance the security of SAC-OCDMA.
229
The spectrum of the encoded signal is presented in Figure 9 . 
233
Figure 10 presents the spectrum of the public channel with and without the stealth signal. In
234
Figure 10(a), the peak of the spectrum is the public signal and the other peaks are system noise. Figure   235 10(b) and (c) indicates that the spectrum of SPC-OCDMA is flatter than that of SAC-OCDMA. In Figure 10 (c), the encoded signal is visible near the peak of the public signal. The spectrum of the 237 public channel varies slightly after the SPC signal is transmitted in Figure 10 (a) and (b) so that it can 238 be buried in the public channel in the spectral domain.
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241
The encoded stealth signals are combined using a coupler and passed through a CFBG for
242
further pulse broadening to lower the peak power. To effectively conceal the stealth channel beneath 243 the public channel, the CFBG is used to produce a total dispersion of 1600 ps/nm. The waveforms 244 before and after this stretching are displayed in Figure 11 , which shows that the pulse is broader and 245 the signal power is much lower after stretching. 
260
At the receiver side, a 3-dB optical coupler is used to split the mixed signal comprising the public
261
and stealth signals into two portions. To detect the BPSK signal, the portion in the public receiver is 262 sent to a BPSK demodulator. As shown in Figure 13 , the BPSK demodulator comprises a sine 263 generator and a low-pass filter. The photocurrent of the BPSK public signal and the stealth signal 264 during a 1-bit period can be respectively expressed as follows: 
I t T S t I rect t other
where Eb is the energy per bit, Tb is the 1-bit duration, fc is the frequency of the carrier wave, b is the 266 data, and I0 is the intensity of the photocurrent. Then, the mixed photocurrent is multiplied by 267 cos(2fct), following which the photocurrent of the stealth signal can be written as
Compared with Eqs. (13) and (14), the stealth signal contains the term cos(2fct). Because fc is 269 much higher than the bit rate, the high-frequency terms are filtered out by the low-pass filter.
270
Consequently, the public signal can be recovered successfully and relatively unaffected by the stealth 271 signal.
272
To restore the stealth signal, the received signal is first passed through a CFBG, which is the 
Thus, the public signal is eliminated by the double balance-difference detection. In the next 283 section, we derive the signal-to-noise ratio (SNR) and bit-error rate (BER) to evaluate the system's 
287
We assume that the broadband light source of the stealth channel is ideally unpolarized and its 288 spectrum is flat in the bandwidth range [v0−v/2, v0+v/2], where v0 is the central optical frequency
289
and v is the optical source bandwidth. From the aforementioned assumptions, we can easily 290 calculate the proposed system performance using Gaussian approximation and u(v), the unit step 291 function, which is expressed as
density (PSD) of the received optical signal can be written as
where Psr is the effective power from a single source at the receiver, bk is the data bit of the stealth 295 signal, and N is the length of the codeword. The rect(i) function in Eq. (28) is given by
The PSD at PD1, PD2, PD3, and PD4 of the stealth receiver during the 1-bit period can be written 297 as follows:
The coefficient √2 results from using a PBS. Using Eqs. (5) and (6), the detected photocurrent 299 from the stealth signal at PD1-PD4 can be written as I1, I2, I3, and I4, respectively:
The signal from the stealth channel is given by the difference between the photodiode current 301 outputs:
After the second differential detection, the signal can be expressed as 
where Psr is the effective power from a single source at the receiver, R is the responsibility of PD, B is 311 the noise-equivalent electrical bandwidth of the receiver, c is the coherence time of the source, e is 312 the electron charge, Kb is Boltzmann's constant, Tn is the absolute receiver noise temperature, and RL
313
is the receiver load resistor.
314
Using Eqs. (40) and (41) 
Based on an approximation to the Gaussian distribution, the BER of the SPC-OCDMA system 316 can be expressed as
where erfc is the complementary error function, which can be expressed as 318 2 2 exp( )
Thus, we can draw BER-related curves using the aforementioned equations. When the public when the received power is −9 dBm.
324 Figure 16 shows the relationship between the received power of public noise and BER when the 
327
From Figure 16 , we observe that the BER decreases when the received public noise power 328 increases. The BER remains constant once the received public noise power has decreased to below a 329 certain value. This is because the received public noise is neglected compared with the shot noise,
330
thermal noise, or PIIN. The larger the power of the public noise, the more confidential the stealth signal.
331
With larger public noise, the stealth signal can be hidden more efficiently, but this causes a higher BER.
332
By contrast, smaller noise power results in superior BERs.
333
The relative parameters used in the analysis are shown in Table 1 . 
339
System 7.0 is used to calculate the power attenuation. The system parameters are displayed in Table 2 . 
346
The BER is found to increase as the transmission distance increases, and it is 2.4 × 10 −9 when the 347 transmission distance is 320 m on a rainy day. When the sky is clear, a BER of 1.62 × 10 −9 is achieved 348 at a transmission distance of 380 m.
349
Conclusions
350
The present study is preliminary research investigating the probability of applying other types 
356
Herein, the CFBG provides a dispersion of 1600 ps/nm and transforms the stealth signal into a noise-
357
like signal so that it can be buried in the public channel.
358
The results indicate that the security of the system is enhanced because no one except the 359 intended recipient knows the existence of the stealth signal in either the spectral or time domain. The
360
power of the public noise is proportional to the security of the system and inversely proportional to 361 the performance of the stealth channel. That is, with larger public noise, the stealth signal can be 362 hidden more efficiently but the BER is higher. We propose 1-Gbps stealth transmission with a FSO 363 link.
364
Furthermore, the pair of CFBGs adds another dimension to the key space of the stealth channel.
365
An eavesdropper needs the correct dispersion compensator to detect the stealth signal. Even if the 366 correct dispersion is obtained by using a tunable dispersion compensator, the eavesdropper cannot 367 recover the data without the corresponding receiver.
368
The results show that the stealth signal is favorably hidden in the public channel and that our corresponding data analysis. All authors contributed to the writing of the paper.
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